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A Method of Steganogrhpy by Three-Way Handshake

HU Da-hui, DU Zhi-guo

Department of Information Management , Southwest University s Rongchang , Chongging 402460 . China

Abstract: The traditional method for network steganogrhpy mainly makes use of the redundant bits and re-
served bits at the head of TCP Datagram; however, it is vulnerable to information stealing and attacks.
When establishing connection, TCP conducts a three-way handshake, during which a stochastic sequence
number is produced. This stochastic number can be used for hidden information transmission. In order to
improve the security of hidden information and reduce the risk of being deciphered, this study uses the way
of one-time pad to encrypt the hidden information. The experiment results show that this method of hiding
information is good in hiding information and not easy to be cracked, and can normally penetrate most fire-
walls and intrusion detection systems.
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